Date/Time Printed: 09/26/2017 18:14:17 - 14-2867

Printed By / Reason: #davsm1 / John Hoffman Sunshine Law request

CHESTERFIELD POLICE DEPARTMENT
INVESTIGATIVE REPORT
14 - 2867 - ORIGINAL
s - INVESTIGATIVE INFORMATION
INVASION OF PRIVACY

Offense

Juris Reporting CHESTERFIELD Call Received CITIZEN
For Jurisdiction CHESTERFIELD Reporting Officer 5176 - THOMPSON
Case Status ACTIVE Reporting Dept. CHESTERFIELD POLICE

ived 05/30/2014 12:00 FRIDAY Nature MISC INCIDENT

3
Date/Time Dispatch 05/30/2014 12:00 FRIDAY Date/Time Arrival 05/30/2014 12:00 FRIDAY
Unit Num. 5C7 CoGIs 5193

PCT/Dist DISTRICT 6 Sector

1789 CLARKSON RD, CHESTERFIELD

Apt/Suite/Rm # Location Desc
Caller Name

Street Address

Apt/Suite/Rm # Location Desc

Area Code Phone #

Date/Time From 02/01/2014 12:00 SATURDAY DatefTime To 05/30/2014 12:00 FRIDAY
Premise SERVICE STATION/CAR WASH

Street Address 1789 CLARKSON RD, CHESTERFIELD

Apt/Suite/Rm # l.ocation Desc

Entry Point Exit Point

Entry Method Tools Used

L] visible Point of Entry?

Weapon/Object Used

gencylPersonneE

Date/Time Entered 06/06/2014 09:10 FRIDAY Entered By 5176 - THOMPSON

INAL APPROVAL 06/06/2014 10:49 FRIDAY Approved By 5176 - THOMPSON
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Date/Time Printed: 09/26/2017 18:14:17 14-2867
Printed By / Reason: #davsm1 / John Hoffman Sunshine Law request

VICTIM #1 INFORMATION .~

Victim Role(s) WITNESS

(] Medical Assistance ] Domestic Abuse V1 will Prosecute
LIS Middle Name -]

First Name N Suffix Name

SSN Ethnicity NOT OF HISPANIC ORIGIN

License Number License State

Race | Sex |

boB Marital Status

Age Resident Status

Person Code ADULT Birth Place

Additional Info

Apt/Suite/Rm # Location Desc
Area Code ] Contact Name
Phone # ] Ext.

Email Address

Physical State
Emotions
Emotions Comments

ORMATION.
Victim Role(s) WITNESS
] Medical Assistance [0 Domestic Abuse Will Prosecute
Middle Name R
First Name [ ] Suffix Name
SSN Ethnicity NOT OF HISPANIC ORIGIN
License Number License State
Race ] Sex i ]
DOB Marital Status
Age Resident Status
Person Code ADULT Birth Place

Additional info

ree ress DU T B R PO
Apt/Suite/Rm # Location Desc
Area Code o Contact Name
Phone # s Ext.

Email Address

Physical State
Emotions
Emotions Comments

Victim Role(s) WITNESS
[] Medical Assistance O] Domestic Abuse Will Prosecute
Na AR Middie Name T
First Name B Suffix Name
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SSN

License Number

Race ]
DOB

Age

Person Code ADULT

14-2867

Ethnicity NOT OF HISPANIC ORIGIN
License State
Sex [

Marital Status
Resident Status
Birth Place

Additional Info

Street Address
Apt/Suite/Rm #

Location Desc

ea Code
Phone #

Contact Name
Ext,

Email Address

y
Emotions

Emotions Comments

Victim Role(s) WITNESS

(] Medical Assistance

L] Domestic Abuse Will Prosecute

Last Name W
First Name [ ]
38N

License Number

Race [
DOB

Age

Person Code ADULT

Middle Name ]

Suffix Name

Ethnicity NOT OF HISPANIC ORIGIN
License State

Sex

]
Marital Status [0
Resident Status

Birth Place

Additional Info

Street Address
Apt/Suite/Rm #

Location Desc

Phone #

Contact Name
Ext.

Email Address

ysica
Emotions
Emotions Comments

WITNESS

] Medical Assistance

O] Domestic Abuse V] Will Prosecute

Last Name HIEER
First Name i
SSN

License Number

Race R
DOB

Age

Person Code ADULT

Middie Name [

Suffix Name

Ethnicity NOT OF HISPANIC ORIGIN
License State

Sex B

Marital Status
Resident Status
Birth Place
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Additional Info

Street Address S A

Apt/Suite/Rm # Location Desc

| Contact Name
Phone # ] Ext.
Email Add

£~

Physical State
Emotions
Emotions Comments

Victim Role(s) wi S
L] Medical Assistance [0 Domestic Abuse Will Prosecute
Last Name TR Middle Name A
First Name ERE Suffix Name
SSN Ethnicity NOT OF HISPANIC ORIGIN
License Number License State
Race [ Sex ]
DOB Marital Status
Age Resident Status
Person Code ADULT Birth Place

Additional Info

Street Address . T e SR T T
Apt/Suite/Rm # Location Desc

Contact Name
Phone # Ext.
Email Add

Physical State
Emotions
Emotions Comments

[ Medical Assistance [ Domestic Abuse /1 will Prosecute
Last Name JERE Middle Name [ ]
First Name [ Suffix Name
SSN Ethnicity NOT OF HISPANIC ORIGIN
License Number License State
Race ] Sex 2R
boB Marital Status
Age Resident Status

Person Code ADULT Birth Place

Additional Info

Street Address T SN T
Apt/Suite/Rm # Location Desc

Area Code B=E Contact Name
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Phone # [ Ext.

Email Address

Physical State
Emotions
Emotions Comments

TNES

[0 Medical Assistance [] Domestic Abuse ] will Prosecute
Last Name LI Middie Name [
First Name [ ] Suffix Name
SSN Ethnicity AR P
License Number License State
Race R Sex [
DOB Marital Status
Age Resident Status
Perscon Code ADULT Birth Place

Additional Info

Street Address T R I o s
Apt/iSuite/Rm # Location Desc
Area Code [ ] Contact Name
Phone # [ Ext.

Email Address

Physical State
Emotions
Emotions Comments

et ADDITIONAL PARTY. INFORMATION -
REPORTING PARTY

La HAYES Middle Name

First Name CHRIS Suffix Name

SSN Ethnicity NOT OF HISPANIC ORIGIN
license Number License State

Race WHITE Sex MALE

DCB Age

Resident Status NON-RESIDENT

Additional Info

Employer FOX 2 KTVI ST LOUIS Occupation INVESTIGATIVE REPORTER

Street Address TR RS T D R L e, s
Apt/Suite/Rm # Location Desc e

Contact Name

Phone # Ext.
Email Address | e
G s e soocnnss  SUSPECTAINFORMATION: o i

SUSPECT

Role

Numeric Identifier{s})

Charge(s) OTHER - INVASION OF PRIVACY

Caution Code(s) -
Weapon Type NOT APPLICABLE
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[ Medical Assistance [¥] Miranda Given

[] sendA Teletype ¥ Using Computer Equipment

[/l Warrant To Be Applied For By Reporting Officer [J] Released
Last Name CERNA Middie Name EDUARDO
First Name DAVID Sur Name
Alias Ethnicity HISPANIC ORIGIN

License Number

] Employed
License State

Race WHITE Sex MALE
DOB IR/ 1980 Marital Status

Age 33 Resident Status

Person Code ADULT Birth Place

School District
iti I Inf

- Weight

[ ]
[ ]
[ ]
eig [ ]
XS

Eye Color B Hair Color
How Worn

Physical Desc.

Clothing Desc.

EEEEREEEREREE, WENTZVILLE, MISSOURI, 63385

Apt/Suite/Rm # Location Desc
Area Code b ] Contact Name
Phone # N Ext.

Email Address

Physical State
Emotions

Emotions Comments

CERNA, DAVID, EDUARDO IS THE ACQUAINTANCE OF NS
CERNA, DAVID, EDUARDO IS THE ACQUAINTANCE OF ISR
CERNA, DAVID, EDUARDO IS THE ACQUAINTANCE OF RN
CERNA, DAVID, EDUARDO IS THE ACQUAINTANCE OF I
CERNA, DAVID, EDUARDO IS THE ACQUAINTANCE OF BRI
CERNA, DAVID, EDUARDO IS THE ACQUAINTANCE OF s
CERNA, DAVID, EDUARDO IS THE BABYSITTEE OF EREER N
CERNA DAV[D EDUARDO IS THE ACQUA!NTANCE O—

S : S S NARRATNE ; B i R

o R Sl

On Frlday, May 30 2014 Chrls Hayes, an 1nvest1gat1ve reporter w1th

Fox 2 News, contacted the Chesterfield Police Department regarding
information he received concerning videos appearing on the internet that
depicted male subjects using the restroom at an unknown location. The
information was obtained from a “tipster” who provided screen shots from
the videos which showed several men wearing what appeared to be work

related uniforms. One of the men was wear:.ng a EiECaE f e
shirt with a phone number of ‘e Another subject was wearing
a blue t-shirt with the business name s’ The videos
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were reportedly posted to a website named “vervhotvideos.0ffthegrid.com”
and listed under the heading of “Restroom Recon 297.

Mr. Hayes began conducting an investigation in an attempt to identify the
location of the hidden camera. He identified the subject wearing the MEEHE

I shirt as:

BN CHEEE
.|
|

Upon contacting CHEEEE, he learned that within the past several weeks
CHEE used a public restroom at the Mobil on the Run gas station
located at 1789 Clarkson Road in Chesterfield. Mr. Hayes went to the
Mobil on the Run and was able to determine that it appeared to be the
same restroom based on the floor tile and layout of the restroom. He
also observed a vent located directly above the toilet that was easily
removed by plastic bolts on the exterior of the vent cover. Mr. Hayes
determined that no camera was present at that time and later contacted
this department.

On Tuesday, June 3, 2014, at 1300 hours, I met with Chris Hayes and his
photographer, Dave, at the Chesterfield Police Department to discuss
this case. Also present was Det. Carrie Brandt, DSN 223. Mr. Hayes
reiterated the information described above and explained how he was
able to determine that the location of the hidden camera was the Mobil
on the Run on Clarkscn Road in Chesterfield. He informed us that his
“tipster” continues to provide information to him via email. In one

of his latest emails, the “tipster” reported that in addition to wvideos
under the heading of “Restroom Recon 297, a new heading titled “Glory
Hole” has been added to the “veryhotvideos.Offthegrid.com” website.
Under this heading, there were videos of unknown males entering a
residence and placing their penises through an opening in what appeared
to be a doorway. Mr. Hayes provided me with a still shot from one of
the videos showing a white male subject wearlng a blue work uniform
shirt bearing the insignia of . SR _ T .

Hayes stated that his “tipster” belleved that the “webmaster" of the
“veryhotvideos.O0ffthegrid.com” website is the same person that is posting
videos under the headings “Restroom Recon 297 and “Glory Hole.”

Mr. Hayes provided me with a DVD-R disc containing six video files

and three screen shots retrieved by his photographer from the
“veryhotvideos.0ffthegrid.com” website. Four of the wvideo files were
from the hidden camera in the Mobil on the Run restroom. The other two
were depicting the “glory hole”. Mr. Hayes also forwarded emails from
his “tipster”. These items were seized by me and entered into evidence.
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On Wednesday, June 4, 2014, I responded to IS

located at [N o e
I made contact with NN

I I showed him a still photo of the male subject wearing

the blue work uniform shirt bearing the insignia of the NGRS
R 2t which time he identified him asNENNNEEEEE . He
advised thatllllll was not currently at work, but provided a cell phone
number of NGBS =nd alsoc agreed to contact him and ask him to
call me.

A short time later, I was contacted by telephone by IEEEEE. I explained
that I needed to speak with him in person regarding an investigation
wherein I believe he may have been a victim. [ advised that he was
currently at work, but agreed to meet with me the following day.

On Thursday, June 5, 2014, I contacted RN by telephone to arrange
an interview with him. He agreed to meet with me at 1230 hours at the
O’Fallon, MO Police Department. At that time, Det. Steve Queen, DSN
259, and I responded to the O’'Fallon, MO Police Department where we made
contact with [ in a non-custodial interview room located off of the
main lobby of the police station. [FEN is further described as:

I explained to him the nature of this investigation, specifically that
I obtained a video of him from the internet depicting him in a sexual
situation. N provided the following information:

Since the fall of 2013, he has responded to a Craigslist posting two
to three times for a “glory hole” in Wentzville. He found the listing
under the “Casual Encounters” category and the sub-heading of “wdm.” The
first time he responded to the ad was around Octcber of 2013 and, at the
request of the “poster’”, he provided him with two pictures of himself
which he sent via email. One picture was of his face, the second was
of his genitalia. In exchange for these pictures, the “poster” sent him
two pictures of a female, both of which were clothed. HEEEEEN explained
that he communicated with the “poster’” via email, with the “poster’s”
email being a generated Craigslist email address. After sending the
pictures of himself to the “poster”, s was provided with an address
on Jessica Dr. in Wentzville. HEE@ could not recall the numerics, but
stated the house was in a subdivision off of Hwy Z and was a single story
ranch home with a two-car attached garage on the left side of the home.
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When he arrived at the home, he entered through the unlocked front door.
Immediately to the left of the front door was a doorway with a closed
door and a fabric item over a hole in the door. [l placed his penis
into the hole where an unknown subject performed fellatio on him. Upon

completion, he left through the front door.

Each time he responded to the Craigslist posting, he was directed to

the home on Jessica Dr. I stated that the last time he wvisited the
home was within the past month. The video of him in his work uniform
was taken during either his second or third visit and while he was on a
break from work. MR stated that he used his cell phone to szearch
Craigslist and to email the “poster”, but he has since deleted those
emails. [ stated that he was not aware he was being video recorded
while at the home on Jessica Dr. and did not give anyone permission to
post videos of him on-line,

Although he was unable to recall the address of the residence, he agreed
to ride with Det. Queen and me to show us where it was. [ directed
us to Jessica Dr. in Wentzville, MO and identified the home at S
Jessica Dr. as the location where he received fellatio in response to

the Craigslist ad. Parked on the street in front of the house was a blue
SUV, bearingiEiNENNNNN EEEEIEE stated that this vehicle was usually
parked at the home when he was there.

I conveyed B back to the O’'Fallon Police Department where his

car was parked. I explained the course of this investigation and the
possibility of needing his cooperation for prosecution. EEBER indicated
that he was reluctant to pursue prosecution due to the embarrassing
nature of his actions, but he understood the necessity of it. I informed
him that I would keep him up to date on the progress of the case.

A computer inquiry of the license plate of the blue SUV returned not on

file. A check of the St. Charles County Assessor’s office website shows
the property at Bl Jessica Dr. is owned by David E. Cerna. It should

be noted that Cerna is employed as a police officer for the Chesterfield
Police Department and I recognized the blue SUV as a vehicle owned by

him.

I contacted Assistant Prosecuting Attorney Breck Burgess of the St.
Charles County Prosecuting Attorney’s Office, BP: (636) 949-7308,

and explained the nature of this investigation to him. Based on the
information developed to this point, Mr. Burgess indicated that the
conduct may violate state statute related to Invasion of Privacy. I
asked if his office would entertain a search warrant for the residence,
to which he stated he would.
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Due to the fact that the residence was located in St. Charles County, I
contacted Sgt. Chris Bosley of the St. Charles County Cyber Crime Task
Force who agreed to initiate an investigation, under complaint #14-2749.
Det. Michael Coyne, DSN 540, was assigned as the case officer.

I completed an application for a search warrant for Cerna’s residence at
Ml Jessica Dr., Wentzville, MO, to seize cameras, recording devices and
computer related equipment, accessories and storage devices. I responded
to the St. Charles County Courts Building where I made contact with

Sgt. Bosley and Assistant Prosecuting Attorney Rebecca Navarro-McKelvey,
who approved the search warrant application. The search warrant was
authorized by Associate Circuit Judge Elizabeth Swann,

At approximately 1930 hours, members of the St. Charles County Cyber
Crimes Task Force, along with me and Chesterfield Detectives Carrie
Brandt and Steve Queen executed the search warrant at Cerna’s residence.
Also present were twe uniformed Wentzville Officers. The scene was
processed and evidence was seized by the St. Charles County Sheriff’s
Department Forensics Unit.

Upon arrival, Cerna was present along with his roommate,

The two were separated and Cerna was directed to a bedroom located in the
front of the residence and presented with a copy of the search warrant.

During the search of the residence, investigators located several
computers in a room located to the left of the front dooxr. It was
discovered that a surveillance camera was mounted on the front exterior
of the residence and several webcams were located in the home. Located
in the basement was a wooden “door” that was fashioned into a “glory

hole’.

Det. Coyle and I made contact with Cerna in the front bedroom and
explained the nature of our investigation. Det. Coyle advised Cerna

of his rights per the Miranda Warning which he stated he understood,
waived his rights and agreed to make a statement. Cerna completed and
signed a Chesterfield PD Notification and Waiver of Rights form, which

was seized by Det. Coyle.
During the course of the interview, Cerna admitted to creating a “glory
hole” in a doorway at his residence and posting ads on Craigslist to

locate individuals willing to participate. He said he recorded the
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individuals with webcams that were concealed in the home and those videos
were saved to his computer.

Cerna stated in January of 2014 he purchased a domain name and created a
website with the name “0ffthegrid.com”. He uplocaded many of the “glory
hole” videos to this website which were accessible to anyone accessing
his website.

For more information related to Cerna’s statement related to the
activities occurring in his home, refer to Det. Coyle’s report.

During the course of the interview, Cerna was asked about any other
hidden cameras he may have placed. Cerna admitted to placing a camera in
the men’s restroom at Meobil on the Run on Clarkson Road in Chesterfield.
He explained that several months ago, while he was using the restroom, he
locked toward the ceiling and noticed a vent directly above the toilet.
He realized that he could place a camera there to capture men using the

toilet.

Approximately one to two months ago, he went to the restroom at the Mobil
on the Run, removed the vent cover and placed a 4th generation iPod
inside the vent directing the camera of the iPod downward toward the
toilet. He then replaced the vent cover. He said the iPod would only
remain charged for about two hours, so after that time he would return
to the restroom and remove the iPod. He then uploaded the videos to
his home computer. Cerna stated he placed the iPod in the wvent on five
separate occasions, leaving it in place for approximately two hours each
time. After he would remove the iPod, he would download the videos to
his home computer. The last time he placed the iPod in the vent was
approximately three weeks ago.

Cerna stated that he uploaded many of the videos to his “0ffthegrid.com”
website under the heading of “Restroom Recon.” He also noted

that he created a “sub-domain” on his website with the URL being
“veryhotvideos.0ffthegrid.com” and videos were uploaded to this site as
well. Cerna note that several days age, he shut down the website after
someone posted a comment about being able to identify someone in the
video by their clothing. Cerna said this concerned him so he shut down
the site. Cerna stated he also had a Tumblr.com site with a screen name
of “0ffthegrld” where he would upload videos and photos, but this site
has also been shut down by him.

Knowing that the Mobil on the Run is frequented by Chesterfield Police

Officers during the course of their patrol duties, I asked Cerna if any
of the videos depicted Chesterfield Police Officers using the restroom.
He stated he had no videos or images of Chesterfield Police Officers.
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Cerna declined to provide a written statement and he was taken into
custody by Det. Coyle for the charge of Invasion of Privacy and conveyed
to the St. Charles County Detention Center pending warrant application.

N rcfused to answer any questions and was not taken into
custody at this time.

Numerous computers and storage devices were seized by the St. Charles
County Cyber Crime Unit and conveyed to their offices for analysis.

A preliminary analysis uncovered numerous videos similar to what was
posted to Cerna’s “Offthegrid.com” website. Included in these videos
were videos depicting Chesterfield Police Officers, in uniform, using the
restroom at the Mocbil on the Run on Clarkson Road in Chesterfield. I
was able to identify the officers as:

In many of videos, the officers are wearing winter coats and/or long
sleeve shirts, indicating that videos were recorded during the winter
months. The exact dates the videos were recorded are unknown at this
time. Each of the officers were contacted and advised they were unaware

they were being recorded.

The St. Charles County Cyber Crime Unit will be conducting a full
analysis of the computers and the results of their analysis will be
provided at a later date.

This report will be forwarded to the St. Louis County Prosecuting
Attorney’'s Office for consideration of charges.

Any additional information will be provided via supplemental report.
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CHESTERFIELD POLICE DEPARTMENT
INVESTIGATIVE REPORT
14 - 2867 - SUPPLEMENT #1
INVESTIGATIVE INFORMATION

Date/Time Investigation 06/06/2014 10:08 FRIDAY
Supplement Purpose

INVASION OF PRIVACY
CHESTERFIELD
CHESTERFIELD

COrig. Offense
Juris Reporting
For Jurisdiction

Call Received
Reporting Officer
Reporting Dept.

CITIZEN
5223 - BRANDT
CHESTERFIELD

05/30/2014 12:00 FRIDAY

Date/Time Received
Datef/Time Dispatch
Unit Num.

PCT/Dist DISTRICT &

Nature
Date/Time Arrival
COGIS
Sector

MISC INCIDENT

5193

Street Address
Apt/Suite/Rm #

1789 CLARKSON RD, CHESTERFIELD

l.ocation Desc

Caller Name

Street Address

Apt/Suite/Rm # Location Desc

Area Code Phone #

Date/Time From 02/01/2014 12:00 SATURDAY Date/Time To 05/30/2014 12:00 FRIDAY

Premise SERVICE STATION/CAR WASH
1789 CLARKSON RD, CHESTERFIELD

Street Address
Apt/Suite/Rm #

Location Desc

ry Exit Point
Entry Method Tools Used
(] visible Point of Entry?
Weapon/Object Used
Agency/Personnel
06/06/2014 10:08 FRIDAY Entered By 5905 - MILLER

Date/Time Entered

INAL APPROVAL 06/06/2014 10:49 FRIDAY

Approved By

5176 - THOMPSON
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S T o - 'NARRATIVE T R S
In reference to Chesterfield Police Report Number 14-2867, I wish to
state the following. At approximately 0400 hours, on Friday, June 6,
2014, I responded to 1789 Clarkson Road to photograph the men's restroom.

The following photographs were taken at the scene utilizing a department
issued digital SLR camera. The photographs were later downloaded into
the Chesterfield Police Department's Crime Scene computer file.

Photo 1 ©Overall of business

Photo 2 Close-up of business address
Photo 3 Overall of men's restroom door
Photo 4 Owverall inside of men's restroom
Photo 5 Toilet/vent overall

Photo 6 Close-up of vent

Photo 7 Overhead of toilet

Photo 8 Overhead of toilet and drain
Photo 9 Placard

Nothing further.
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14-2867

CHESTERFIELD POLICE DEPARTMENT

INVESTIGATIVE REPORT

14 - 2867 - SUPPLEMENT #2

INVESTIGATIVE INFORMATION

Date/Time Investigation 06/06/2014 14:35 FRIDAY
Supplement Purpose

Orig. Offense INVASION OF PRIVACY
Juris Reporting CHESTERFIELD Call Received CITIZEN
For Jurisdiction CHESTERFIELD Reporting Officer 5176 - THOMPSON

Reporting Dept.

CHESTERFIEL.D POLICE

Date/Time Received 05/30/2014 12:00 FRIDAY Nature MISC INCIDENT
Date/Time Dispatch Date/Time Arrival

Unit Num. COGISs 5193

PCT/Dist DISTRICT 6 Sector

Street Address 1789 CLARKSON RD, CHESTERFIELD

Apt/Suite/Rm # Location Desc

Street Address
Apt/Suite/Rm # Location Desc
Area Cod Phone #
2/01/2014 12:00 SATURDAY Date/Time To 05/30/2014 12:00 FRIDAY
Premise SERVICE STATION/CAR WASH
Street Address 1789 CLARKSON RD, CHESTERFIELD
Apt/Suite/Rm # Location Desc
ntry oint Exit Point
Entry Method Toois Used
L1 visible Point of Entry?
Weapon/Object Used
Date/Time Entered 06/06/2014 14:33 FRIDAY Entered By 5176 - THOMPSON
FINAL APPROVAL. 06/06/2014 14:42 FRIDAY Approved By 5176 - THOMPSON
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WARRANT APPLICATION INFORMATION

Last Name CERNA Middie Name EDUARDO

First Name DAVID

Race WHITE pes /1980

Sex MALE SSN ]
Warrant/Summons # 428L-CR05519 Prosecuted By STATE PROSECUTOR
Application Date 06/06/2014 Prosecutor Name KIM KILGORE

Court Assigned DIVISION 32 ] Booked

Bond Amount 25000.00

Additional Info

harge Desc. # OTHER - INVASION OF PRIVACY
Disposition WARRANT ISSUED
Amended Charge

: o : Co NARRATIVE = o S
In reference to Chesterfield Police Report #14-2867, wherein a hidden
camera was placed in the men's restroom at Mobil on the Run, 1789
Clarkson Read, I wish to report the following:

On Friday, June 6, 2014, I contacted Assistant Prosecuting Attorney
Kim Kilgore of the St. Louis County Prosecuting Attorney's Office and
presented her with the fact and circumstances of this case. After
careful consideration, Ms. Kilgore issued one count of Invasion of
Privacy in the Second Degree against David Cerna.

The Honorable Judge Goldstein of Diwvision 12 signed the warrant and
authorized a bond of $25,000. I delivered the warrant to the St. Louis

County Police Fugitive Unit.

Cerna remains in the custody at the St. Charles County Detention Center.

Nothing Further.
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14.2867

CHESTERFIELD POLICE DEPARTMENT

INVESTIGATIVE REPORT

14 - 2867 - SUPPLEMENT #3

INVESTIGATIVE INFORMATION

Date/Time Investigation 06/12/2014 09:30 THURSDAY
Supplement Purpose

Orig. Offense INVASION OF PRIVACY
Juris Reporting CHESTERFIELD Call Received CITIZEN
For Jurisdiction CHESTERFIELD Reporting Officer 5176 - THOMPSON

Reporting Dept.

CHESTERFIELD POLICE

Date/Time Received 05/30/2014 12:00 FRIDAY Nature MISC INCIDENT
Date/Time Dispaich Date/Time Arrival
Unit Num. COGIS 5193
PCTIDist DISTRICT 6 Sector
Street Address 1789 CLARKSON RD, CHESTERFIELD
Apt/Suite/Rm # Location Desc
Caller Name
Street Address
Apt/Suite/Rm # L.ocation Desc
Area Code Phone #
ro '02/01/2014 12:00 SATURDAY Date/Time To 05/30/2014 12:00 FRIDAY
Premise SERVICE STATION/CAR WASH
Street Address 1789 CLARKSON RD, CHESTERFIELD

Location Desc

A

ntry Poin Exit Point
Entry Method Tools Used
[ visible Point of Entry?
Weapon/Object Used
Date/Time Entered 06/12/2014 09:30 THURSDAY Entered By 5176 - THOMPSON
FINAL APPROVAL 07/02/2014 09:06 WEDNESDAY Approved By 5176 - THOMPSON
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VICTIM #1 INFORMATION

WITNESS

Victim Role(s)
[] Medical Assistance J Domestic Abuse 1 will Prosecute
Last Name T Middle Name ]
First Name T Suffix Name
SSN Ethnicity NOT OF HISPANIC ORIGIN
L.icense Number License State
Race [ ] Sex [
DOB Marital Status
Age Resident Status
Person Code ADULT Birth Place

Additional Info

Street Address o R R

Apt/Suite/Rm # Location Desc
Area Code ] Contact Name
Phone # [ ] Ext.

Email Address

y
Emotions

Emotions Comments

Victim Role(s) WITNESS
O] Medical Assistance [J Domestic Abuse Will Prosecute
Last Name DR Middie Name | ]
First Name [ Suffix Name
SSN Ethnicity NOT OF HISPANIC ORIGIN
License Number License State
Race e Sex o]
DGB Marital Status
Age Resident Status
Person Code ADILT Birth Place

Additionai Info

Apt/Suite/Rm # Location Desc
Area Code [ Contact Name
Phone # [ ] Ext.

Email Address

Y
Emotions
Emotions Comments

Victim Role(s) WITNESS
(] Medical Assistance [J Domestic Abuse Will Prosecute

Middie Name B

Suffix Name

ast Name

First Name
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SSN Ethnicity NOT OF HISPANIC ORIGIN
License Number License State

Race [ Sex [

DOB Marital Status

Age Resident Status

Person Code ADULT Birth Place

Additional Info

Streot Address | R

Apt/Suite/Rm # Location Desc
Area Code ] Contact Name
Phone # [ ] Ext.

Email Address

Physical State
Emotions

Emotions Comments
LT “NARRATIVE

In reference to Chesterfleld Polmce Report #14- 2867 whereln a'hldden
camera was placed in the men's restroom at Mobil on the Run, 1789
Clarkson Road, I wish to report the following:

On Tuesday, June 10, 2014, I contacted Det. Larry McClain, DSN 133, of
the St. Charles County Cyber Crime Task Force, who is conducting the
forensic analysis of computer evidence seized from the suspect, David
Cerna’s, residence. During his initial examination of this evidence,
Det. McClain discovered a folder on one of the hard drives that contained
videos that appeared to be from the Mobil on the Run gas station in
Chesterfield. Det. McClain provided me with a working copy of this
folder on an external hard drive so attempts can be made to identify any
potential victims. Det. McClain also provided me with three video files
he found that show three different Chesterfield Police Officers changing
clothes in a locker room.

Det. McClain explained that he is unable to determine, at this point, the
date that the videcs were created. He stated he may be able to determine
a date after analyzing other evidence, but the possibility exists that
the exact date(s) may never be known. He noted that each videc file
notes a “Date Modified”, however this date is not necessarily the date
the video was created or downloaded to the hard drive from the recording

device.

Upon returning to the Chesterfield Police Station, I reviewed the three
locker room videos noted below:

W[PRIVATE 10] lr - [ hEBEE 2" is 1 minute and 56 seconds in length
and shows PO GRS HIEERR, RS, changing out of his police uniform
into civilian clothes. The camera appears to be concealed in a bag or

similar item on the floor. There is no nudity in the video.
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“[PRIVATE 12] 1lr - HNEE DI’ is 2 minutes and 50 seconds in length

and shows PO NI DHEEE, B, changing out of his police uniform
into civilian clothes. The camera is zoomed in record his groin area,

however no nudity is in the video.

“I[PRIVATE 22] 1lr - HEEE THEEE' is 1 minute and 43 seconds in length
and shows PO BN TEEESEE, HES K changing out of his police into
civilian clothes. The camera records PO THEEEEEN from a distance and
captures his full body from the waist up. There is no nudity in the
video.

I recognized the locker room as the locker room in the Chesterfield
Police Station. All three officers were notified and made aware of the
existence of the wvideos.

The files related to the Mobil on the Run were found in a folder titled
“"Mobil On-The-Run.” Within that folder there were 190 video files and
six still photos. The still photos appeared to be screen shots of the
bathroom flecor. In addition there were three (3) additional folders
titled:

“Handbreak’” which was empty;
“iPad Edit” containing 96 video files;
“New Folder' containing 23 video files.

In total, there were 309 video files depicting men using the restroom at
the Mobil on the Run in Chesterfield. The majority of these videos show
the men urinating in the toilet with their penis exposed. BAll of the
videos are recorded by a camera located directly above the toilet.

Although there are 309 video files, many of them are duplicate files

of the same person. It appears that Cerna would edit the videos and
then save them under a new file name. Also, several of the video files
are compilations of several men that were edited to create one extended
video. No videos were observed of people that appeared to be juveniles

or children.

Upon reviewing the videos, the victims listed in the original report were
found in the following files:

WMobil On-The-Run’ folder:

“#001n
\\#0031:
“#013"
“#025"
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“#028” - NN TEESEN
"$033" - NN TN
“#0347 - EENEERE TN
“#0357 - I TR
#0367 - NN THENNN
#0377 - SN SHENNNEN
"#038" - NN SHENEE
"#039" - NEEN SHEEEN

"#040" - NN SHEENEN
#0417 - EENE LENEE

“#0427 - EEEE LENE

“#043” - NN LENEN

“#066" - NENEEN LEEN
“#0727 - EEEEEE LEEE
#0887 - NN SHNE
#1007 - SN WEENN

“#1227- N SEEEENE

“COMPILATION 4”7 - I "N, EEES THE
“COMPILATION 57 - NN TEEEEEEE
“COMPILATION 6”7 - IENENENE THNSSESEN
“COMPILATION $” - HEER SHEENESN

“IMG 0938”7 — NN THIEEEER

“IMG 10447 — EEEEEN HENEN

“IMG 1046”7 - NENEN EEEEE

“IMG 10487 - IR "EREENE € R DR
“IMG 1062”7 - HIENEER"INNNE S B -
“IMG 1063”7 — NENGNRNER AN

“IMG 10737 - NN JHEER

“EER-04082014" - EEENE CEENN, DEEDKDE TERN, DR oDE
“E 0016” - NN VEINEREE

“IE 00197 -HNN AR, DEERNE TEREEEEES
“BE_0026” - NN THENSENN

“EEgOoo27” - RN

“EE 0031”7 — W JEEEEE

“EE 0042”7 - NS TERENEERN

“iPad Edit” folder:

“PD-EEERS (2)” - EEEN AENS
“PD- SR - BN AN

“PD-SENEEN (2)” - ENEENN FENEN
“PD-HEEEN" - NN S
“PD-EE (2)” - NN LA

 PD- S - N 1SR

“PD-HREE (2) " - LN
“PD-SEEEN" - NN L

“PD- S (2) " - W SHRS
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“PD- S - N SEE—
“PD- I (2) " - T
“ED- S (3)” - EE T
“PD- I (4)” - EE T
“PD - () " -EE TR
“ED- - - TR
PO -ISGNMRSREN RN

“New Folder’:

"l 0019”7 - INEDEEE THEENESEN
"IN _0020” - N SN

I was able to identify two additional victims who were exposed while
using the restroom. They are:

B BN TEENEEN - observed in “#069” in the “Mobil On-The-Run” folder;
BN B PE - cobserved in “IMG 1077 and “IMG 0023”7, both in the “Mobil

On-The-Run’” folder.

These two officers were notified and stated they were unaware they were
being video recorded while using the restroom. Based on information from
the video, PO DIl believes the video was recorded sometime after May 1,

2014.

Two other Chesterfield officers were observed in the restroom, however
they were not exposed. These videos were in the "Mobil On-The-Run"
folder. They are PO DiEl JEEEEE ("#0377,"#038","#039","#040") and PO EEE
DERNENEE (“#087” and “#1217).

“COMPTILATION 3" shows a Chesterfield officer urinating in what appears to
be a parking garage. Based on the angle of the camera, I was unable to

identify the officer.

This investigation is ongoing with attempts to determine the approximate
number of people recorded by Cerna and when possible, to identify those

individuals.
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14-2867

CHESTERFIELD POLICE DEPARTMENT

INVESTIGATIVE REPORT

14 - 2867 - SUPPLEMENT #4
INVESTIGATIVE INFORMATION

Date/Time Investigation 07/10/2014 12:28 THURSDAY
Supplement Purpose

Orig. Offense INVASION OF PRIVACY
Juris Reperting CHESTERFIELD Call Received
For Jurisdiction CHESTERFIELD Reporting Officer

Reporting Dept.

CITIZEN
5223 - BRANDT
CHESTERFIELD

MISC INCIDENT

5193

Date/Time Received 05/30/2014 12:00 FRIDAY Nature
DatefTime Dispatch Date/Time Arrival
Unit Num. COGIS

PCT/Dist DISTRICT 6 Sector

Street Address 1789 CLARKSON RD, CHESTERFIELD

Apt/Suite/Rm # Location Desc

Street Address
Apt/Suite/Rm # Location Desc
Phone #
201/2014 12:00 SATURDAY Date/Time To 05/30/2014 12:00 FRIDAY

Premise SERVICE STATION/CAR WASH
Street Address 1789 CLARKSON RD, CHESTERFIELD
Apt/Suite/Rm # Location Desc
Entry Point Exit Point
Entry Method Tools Used
OJ Visible Point of Entry?

"07/10/2014 12:28 THURSDAY Entered By 5905 - MILLER
FINAL APPROVAL 07/11/2014 10:16 FRIDAY Approved By 5905 - MILLER
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. . VICTIM INFORMATION

Victim Role(s} WITNESS

[ Medical Assistance 0 Domestic Abuse V] will Prosecute

Last Name Middle Name
First Name Suffix Name
SSN Ethnicity NOT OF HISPANIC ORIGIN
License Number License State
Race Sex [ ]
DOB Marital Status
Age Resident Status UNKNOWN
Person Code ADULT Birth Place
Additional Info
Occupation ]
THEEEE
Street Address L ]
Apt/Suite/Rm # L.ocation Desc

Area Code Contact Name

|
Phone # T Ext.

Contact Name

Area Code s
Phone # [ ] Ext.
Email Address

hysmal State
Emotions

Emotions Comments
: 5 “NARRATIVE

In reference”to'the orlglnal report of invasion of prlvacy, I wlsh.to"”
state the following. On 06/12/2014, I responded to EEETRITTEENERNNEENr . in

Florissant to meet up with EiiE CEEEE. CHE was identified by his
shirt and a tattoo on his forearm as being in a restroom video from the

Mobil gas station on Clarkson Rd.

I provided CHlil a copy of a still shot of the video and he stated that
was him. I asked him if he could tell me approximately when he might

have used the restroom at Mobil. He stated that he arrived in town the
first week of May, 2014. CHEE stated that he is not for sure what day
he used the restroom in Chesterfield, but it had to have been within the

last 3 weeks.

I asked CEl if he wanted to press charges against David Cerna fox
invasion of privacy. He stated that he did. I obtained CHEHEEER' s
pedigree information and advised him that someone would be in touch

later.
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I then responded to IR to neet up with the owner

of HIIINENNNEEEERNENNENEN. I spoke to the owner A and showed him a
picture of a person wearing a [N =:irt. He stated that

all of his employees were there on site and he stated that none of them
look like the person in the picture. I asked B if it could be him
in the picture. He stated no and said that if I could provide him with a
better picture he would take a loock but until then he needed to get back
to work. I asked BB for his last name and he stated that I did not
need it because he was not the person in the picture. I thanked INEEEER

for his time and left.

This investigation is continuing.
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CHESTERFIELD POLICE DEPARTMENT
INVESTIGATIVE REPORT
14 - 2867 - SUPPLEMENT #5
'INVESTIGATIVE INFORMATION

Date/Time Investigation 07/10/2014 12:32 THURSDAY
Supplement Purpose

Crig. Offense INVASION OF PRIVACY
Juris Reporting CHESTERFIELD Call Received CITIZEN
For Jurisdiction CHESTERFIELD Reporting Officer 5259 - QUEEN
Reporting Dept. CHESTERFIELD
Date/Time Received 05/30/2014 12:00 FRIDAY Nature MISC INCIDENT
Datef/Time Dispatch Date/Time Arrival
Unit Num. COGIS 5193
PCT/Dist DISTRICT 6 Sector
Street Address 1789 CLARKSON RD, CHESTERFIELD
Apt/Suite/Rm # Location Desc
Street Address
Apt/Suite/Rm # Location Desc
Phone #
ime From 02/01/2014 12:00 SATURDAY Date/Time To 05/30/2014 12:00 FRIDAY
Premise SERVICE STATION/CAR WASH
Street Address 1789 CLARKSON RD, CHESTERFIELD
Apt/Suite/Rm # Location Desc
Entry Point Exit Point
Entry Method Tools Used
[ visible Point of Entry?
ject Used
"07/10/2014 12:32 THURSDAY Entered By 5905 - MILLER
PPROVAL  07/11/2014 10:29 FRIDAY Approved By 5905 - MILLER
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MICTIM #1 INFORMATION

WITNESS
[ Medical Assistance O bomestic Abuse Will Prosecute

victim Role(s)

ast Name Ol Middle Name N
First Name I Suffix Name
SSN T Ethnicity NOT OF HISPANIC QRIGIN
License Number I License State ]
Race I Sex —
DOB N Marital Status
Age Resident Status ]
Person Code ADULT Birth Place
Additional Info
treet Address ]
Apt/Suite/Rm # Location Desc
Area Code [ ] Contact Name
Phone # ] Ext,

Email Address

Physical State
Emotions
Emotions Comments

Victim Role(s} WITNESS
(] Medical Assistance ] Domestic Abuse 1 will Prosecute
Middle Name | -]
First Name Suffix Name
SSN Ethnicity NOT OF HISPANIC ORIGIN
License Number License State [ ]
Race Sex [
DOB Marital Status
Age Resident Status e
Person Code Birth Place
Additional Info
Employer Occupation [

Street Address LTI T b e
Apt/Suite/Rm # Location Desc

Street Address S A D R R T R T e e R s
Apt/Suite/Rm # Location Desc

Area Code [ o] Contact Name
Phone # IR Ext.
Area Code Contact Name
Phone # [ Ext.

Email Address

Physical State
Emotions
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Emotions Comments

R . L NARRATIVE : Do
In reference to the original case wherein subjects were video recorded
using the restroom located at 1789 Clarkson Rd in Chesterfield, I would

like to add the following.

After reviewing video files from the "Mobil~-On~The-Run" folder found on
David Cerna’s computer I was able to determine that there were possibly
217 different victims who were recorded using the restroom and whose
genitals were exposed. Of these subjects, I was able to positively
identify two subjects:

I OB vwas identified due to the company logo for HEEIEEEREEENN
R’ on the back of his shirt and a tattoo on his left hand. With
this information I was able to contact HEEINEEEEEENEE and determine
the identity of the subject. I contacted O and he was able to
verify that he was the subject on camera. I also was able to identify

OB and CEHEEE both told me that they were not aware they were being
recorded.

Due to a lack of further identifying information, I was unable to
visually identify further victims.

Nothing further at this time.
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14-2867

CHESTERFIELD POLICE DEPARTMENT

INVESTIGATIVE REPORT

14 - 2867 - SUPPLEMENT #6
INVESTIGATIVE INFORMATION

Date/Time Investigation 07/10/2014 13:40 THURSDAY
Supplement Purpose

Orig. Offense INVASION OF PRIVACY
Juris Reporting CHESTERFIELD Call Received
For Jurisdiction CHESTERFIELD Reporting Officer

Reporting Dept.

CITIZEN
5176 - THOMPSON
CHESTERFIELD POLICE

Date/Time Received 05/30/2014 12:00 FRIDAY Nature
Date/Time Dispatch Date/Time Arrival
Unit Num. COGIS
PCTIDist DISTRICT 6 Sector

MISC INCIDENT

5193

Street Address 1789 CLARKSON RD, CHESTERFIELD
Apt/Suite/Rm # Location Pesc

me

Street Address
Apt/Suite/Rm # Location Desc
Phone #
2/01/2014 12:00 SATURDAY Date/Time To 05/30/2014 12:00 FRIDAY
Premise SERVICE STATION/CAR WASH
Street Address 1789 CLARKSON RD, CHESTERFIELD
Apt/Suite/Rm # Location Desc
Entry Point Exit Point
Entry Method Tools Used
] visible Point of Entry?
"07/10/2014 13:40 THURSDAY Entered By 5176 - THOMPSON
FINAL APPROVAL. 07/11/2014 10:29 FRIDAY Approved By 5905 - MILLER
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. S O NARRATIVE = R -
In reference to Chesterfield Police Report #14-2867, wherein a hidden
camera was placed in the men's restroom at Mobil on the Run, 1789
Clarkson Road, I wish to report the following:

On, Tuesday, July 1, 2014, Lt. Chris Mateja of the St. Charles County
Cyber Crime Task Force, contacted me regarding additional wvideos that
were found during Det. Larry McClain’s examination of the computer
evidence seized from the suspect, David Cerna’s, residence. Lt. Mateja
stated that a video was found that appeared to show Cerna conducting a
search of a young male subject that was handcuffed behind his back.

A Chesterfield police car is clearly visible in the background of the
video, which appears to be filmed with scome type of hand held device.
During the search, Cerna pulls the elastic waistband of the subject’s
sweatpants outward, causing the subject’s penis to be visible in the

video.

On Wednesday, July 2, 2014, I responded to the St. Charles County
Sheriff’s Department where I met with Det. McClain. He advised that
since uncovering the video noted above, additional videos of a similar
nature were found. The videos found depict four different male subjects
who are being searched by Cerna while working as a police officer. The
videos are recorded with some type of hand held device and during each
search; Cerna pulls the elastic waistband of the subject’s shorts or
sweatpants outward, causing the subject’s penis to be visible in the
video. As with previous videos that were found, it appears that Cerna
would edit the original video and save the edited videos as new file
names. Therefore, there are several files containing what appears to be
the same original video.

Det. McClain provided me with copies of these video and image files

to assist in my investigation. Additional information related to the
content of the videos and identification of the subjects depicted in the
videos will be provided via supplemental report.

It should be noted that the policy of the Chesterxrfield Police Department
defines a strip search as “the removal or rearrangement of some or all of
the clothing of a person so as to permit an inspection of the genitals,
butteocks, anus, breast, or undergarments of such person.’” Per this
policy (General Order 4-02), a strip search is only permitted when a
person is arrested or detained for a felony offense and must be approved
by a commanding officer of the department. Persons arrested or detained
for a traffic offense, city ordinance violation or misdemeanor could only
be strip searched if probable causes existed to believe that the person
is concealing a weapon, evidence of commission of a crime or contraband.
Written permission from the commanding officer must be obtained prior to
the search of a non-felony suspect.
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Det. McClain also informed me that his initial examination has uncovered
additional wvideos that were filmed in the men’s locker room of the
Chesterfield Police Station. Included in these were videos saved under

file names:

[Home Video] Thurs Feb 6
IMG 0817

Both of these files appear to be from the same video, but one is edited.

The video depicts SN BB changing into his police uniform, during
which he is nude from the waist down and his genitals are visible on the

video.

Det. McClain’s examination of Cerna’s hard drives and computer equipment

is on—going.

Nothing further.
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14-2867

CHESTERFIELD POLICE DEPARTMENT

INVESTIGATIVE REPORT

14 - 2867 - SUPPLEMENT #7
- INVESTIGATIVE INFORMATION . -

Date/Time Investigation 07/10/2014 13:42 THURSDAY
Supptement Purpose

Orig. Offense INVASION OF PRIVACY
Juris Reporting CHESTERFIELD Call Received
For Jurisdiction CHESTERFIELD Reporting Officer

Reporting Dept.

CITIZEN
5176 - THOMPSON
CHESTERFIELD POLICE

Date/Time Received 05/30/2014 12:00 FRIDAY Nature MISC INCIDENT
Date/Time Dispatch Date/Time Arrival

Unit Num. COGIS 5193

PCT/Dist DISTRICT 6 Sector

Street Address 1789 CLARKSON RD, CHESTERFIELD

Apt/Suite/Rm # Location Desc

Caller Name

Street Address

Apt/Suite/Rm # tocation Desc

Area Code Phone #

Date/Time From 02/01/2014 12:00 SATURDAY Date/Time To 05/30/2014 12:00 FRIDAY
Premise SERVICE STATION/CAR WASH
Street Address 1789 CLARKSON RD, CHESTERFIELD
Apt/Suite/Rm # Location Desc
Exit Point
Entry Method Tools Used
O] visible Point of Entry?
Weapon/Object Used
Agency/Personnel
Date/Time Entered 07/10/2014 13:42 THURSDAY Entered By 5176 - THOMPSON
FINAL APPROVAL 07/11/2014 10:29 FRIDAY Approved By 5905 - MILLER
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NARRATIVE

In reference to Chesterfleld Police Report #14-2867, whereln a hidden
camera was placed in the men's restroom at Mobil on the Run, 1789
Clarkson Road, I wish to report the following:

As noted in Supplement # 6, videos of four different subjects being
searched by Cerna while working as a police officer were found on
computer evidence seized from Cerna’s home. The videos are recorded with
some type of hand held device and during each search; Cerna pulls the
elastic waistband of the subject’s shorts or sweatpants outward, causing
the subject’s penis to be visible in the wvideo.

The first video that was found was saved to an external hard drive under
file names “IMG 2670” and “IMG 2802”. The video shows a young white
male, 16 — 19 years of age, blonde hair, wearing a blue Nike jacket and
black sweat pants with a logo on the left pant leg. The subject was
handcuffed behind his back and a Chesterfield police car is visible in
the background of the video. I could hear a voice I recognize as Cerna’s
voice giving the subject instructions and asking questions about the
smell of marijuana in a car. The video shows Cerna pulling the elastic
waistband of the subject’s waistband outward, exposing his penis.

The logo on the sweat pants was difficult to discern, but it appeared

to be similar to the EEEECEETIEEREER 1ogo. I was able to cbtain a
still photo of the subject’s face from the video to assist in identifying
the subiject. On Wednesday, July 2, 2014, I responded to TSN

T — SR I s ) where I contacted

BN vas unable to positively identify the subject as a —
student, but I later emailed her a copy of the still photo for her to
disseminate to other administrators and staff. To date, I have been

unable to identify this subject.

Further attempts will be made to identify this subject and any additional
information will be provided via supplemental report
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14-2867

CHESTERFIELD POLICE DEPARTMENT

INVESTIGATIVE REPORT

14 - 2867 - SUPPLEMENT #8

" INVESTIGATIVE INFORMATION

Date/Time Investigation 07/10/2014 13:49 THURSDAY
Supplement Purpose

INVASION OF PRIVACY
CHESTERFIELD
CHESTERFIELD

Orig. Offense
Juris Reporting
For Jurisdiction

Call Received
Reporting Officer
Reporting Dept.

CITIZEN
5176 - THOMPSON
CHESTERFIELD PQLICE

05/30/2014 12:00 FRIDAY Nature
Date/Time Arrival

Date/Time Received
Date/Time Dispatch
Unit Num. COGIS

PCT/Dist BISTRICT 6 Sector

MISC INCIDENT

5193

1789 CLARKSON RD, CHESTERFIELD
l.ocation Desc

Street Address
Apt/Suite/Rm #

Ca
Street Address
Apt/Suite/Rm # | ocation Desc
C Phone #
ate/Time From 02/01/2014 12:00 SATURDAY Date/Time To 05/30/2014 12:00 FRIDAY
Premise SERVICE STATION/CAR WASH

1789 CLARKSON RD, CHESTERFIELD
Location Desc

Streef Address
Apt/Suite/Rm #

Entry Point Exit Point
Entry Method Tools Used
[J visible Point of Entry?
'07/10/2014 13:49 THURSDAY Entered By 5176 - THOMPSON

07/11/2014 10:29 FRIDAY Approved By

FINAL APPROVAL

5905 - MILLER
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Victim Role(s} WITNESS
[0 Medical Assistance [] Domestic Abuse /] Will Prosecute
Person Infermation
Last Name [ ] Middle Name [ ]
First Name I Suffix Name
SSN - I Ethnicity NOT OF HISPANIC ORIGIN
License Number License State
Race I Sex [
DOB [ ] Marital Status [ ]
Age [ ] Resident Status |
Person Code ] Birth Place
Additional Info
Employer R Occupation I
HOME Address
Street Address [ ]
Apt/Suite/Rm # Location Desc
HOME Phone '
Area Code [ Contact Name
Phone # R Ext.
MOBILE Phone
Area Code I Contact Name
Phone # [ ] Ext.

Email Address

Physical State/Emotions
Physical State
Emotions
Emotions Comments

In reference to Chesterfield Police Report #14-2867, wherein a hidden
camera was placed in the men's restroom at Mobil on the Run, 1789
Clarkson Road, I wish to report the following:

As noted in Supplement # 6, videos of four different subjects being
searched by Cerna while working as a police officer were found on
computer evidence seized from Cerna’s home. The videos are recorded with
some type of hand held device and during each search; Cerna pulls the
elastic waistband of the subject’s shorts or sweatpants outward, causing
the subject’s penis to be visible in the video.

Videos of a subject were found in a folder named “DO NOT ADD TO ITUNES”
and saved under filed names: '

img 0563
img 0565
img 0566
IMG 0574
img 0575
IMG_ 0576
IMG_0577

IMG_ 0578
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IMG_0579
img 0580

Each video shows a white male subject wearing white athletic shorts and
striped underwear. I could hear a voice I recognize as Cerna’s voice
giving the subject instructions. The video shows Cerna pulling the
elastic waistband of the subject’s waistband outward, exposing his penis.
Several of the videos have a photograph of a white male, 16 — 18 years-of-
age, with short brown hair, superimposed on the videc. The photograph is
similar to a driver’s license photo.

Through investigative efforts, this subject was identified as:

On Thursday, July 3, 2014, I contacted s mcther, BN, =t
I explained the nature of my investigation and requested
to speak with EESIE regarding this incident. She agreed and at
approximately 1400 hours, I responded to their residence where I spoke

with IEEEEEEN and EEEEEER

.

I explained to I that an image of him was found on a computer
that was being analyzed as part of a criminal investigation related
to a Chesterfield Police Officer. I showed him a still photo of

the photograph that was superimposed on the videos and he identified
himself in the photo. HEEIENEEENsigned the still photo indicating his

identification.

I then showed him a department photograph of Cerna and asked if he ever
had any dealings with him. [ESFSEE stated that he recognized Cerna
after he was stopped for B on Clarkson Road earlier this year and
Cerna “really frisked’” him.

BN cxplained that he was stopped by a Chesterfield police officer
for EEERES on Clarkson Road near Chesterfield Mall. He believed the
stop was around March of 2014 and was between 11:30PM to midnight. He
said Cerna was not the original officer that stopped him, but he showed
up later to assist. During the course of the stop, the original officer
asked him to step out of his car and directed him to the police car.
While the original officer was searchingliiiibpems s car, Cerna remained
with him. During this time, Cerna searched B by advising him to
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place his hands on the police car. While searching him, Cerna pulled

the waistband of his shorts and underwear out and shined a handheld
flashlight down the front of his pants. After searching him, Cerna

placed him into handcuffs and had him sit in the backseat of the police
car. R could recall no other interaction with Cerna other than

this incident.

I explained to IR >nd BN that in addition to the photograph
that was found on Cerna’s computer, a video depicting the search of
him was also found. This video included images of his genitalia.
RN stated that he was unaware that he was being recorded while
being searched and he never gave Cerna permission to record him in this

manner. HIEEN =21so stated that he turned 17 on R

RN completed a two-page handwritten statement which was seized by
me and placed into evidence.

I later showed IR a portion of the videos at which time he
identified himself as being the person in the wvideo.

I T called BEEEE vho verified that January 21st was the date he
was searched by Cerna. IR vould have been l6-years-of-age on this
date.

The interview with RN was recorded via a digital audio recorder. A
copy of this recording, along with the still photo signed byEEIEEEEER and
a copy of his driver’s license photo were entered into evidence.

Due to the fact thatiiEhaRmE was under the age of 18 at the time the
video was made, this information will be forwarded to the St. Louis

County Prosecuting Attorney’s Office for consideration of additional
charges against Cerna.

Any additional information will be provided via supplemental report.
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14-2867

CHESTERFIELD POLICE DEPARTMENT

INVESTIGATIVE REPORT

14 - 2867 - SUPPLEMENT #9

"~ INVESTIGATIVE INFORMATION

Date/Time Investigation 07/10/2014 15:09 THURSDAY
Supplement Purpose

INVASION OF PRIVACY
CHESTERFIELD
CHESTERFIELD

Orig. Offense
Juris Reporting
For Jurisdiction

Call Received
Reporting Officer
Reporting Dept.

CITIZEN
5176 - THOMPSON
CHESTERFIELD POLICE

05/30/2014 12:00 FRIDAY Nature
Datef/Time Arrival

Date/Time Received
Date/Time Dispatch
Unit Num. COGIs
PCT/Dist

DISTRICT 6 Sector

MISC INCIDENT

5193

1789 CLARKSON RD, CHESTERFIELD
Location Desc

Street Address
Apt/Suite/Rm #

Caller Name

Street Address

AptiSuite/Rm # Location Desc
Area Code Phone #

02/01/2014 12:00 SATURDAY Date/Time To
SERVICE STATION/CAR WASH
1789 CLARKSON RD, CHESTERFIELD

Location Desc

Date/Time From
Premise

Street Address
Apt/Suite/Rm #

05/30/2014 12:00 FRIDAY

t Point Exit Point

Entry Method Tools Used

O visible Point of Entry?

Weapon/Object Used

Agency/Personnel

Date/Time Entered 07/10/2014 15:09 THURSDAY Entered By 5176 - THOMPSON

07/111/2014 10:29 FRIDAY Approved By

FINAL APPROVAL

5905 - MILLER
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Victim Role(s) WITNESS
[ Medical Assistance ] Domestic Abuse V1 Will Prosecute

Person Information
Last Name Wi Middie Name ]
First Name ] Suffix Name
SSN T Ethnicity NOT OF HISPANIC ORIGIN
License Number ] License State [ ]
Race e Sex A
DOB [ ] Marital Status
Age [ ] Resident Status [ ]
Person Code ADULT Birth Place
Additional Info

HOME Address
Street Address ]
Ap¥/Suite/Rm # Location Desc

HOME Phone
Area Code e Contact Name
Phone # R Ext.

MOBILE Phone
Area Code e Contact Name
Phone # [ ] Ext.

Email Address

Physical State/Emotions
Physical State
Emotions
Emotions Commentis

In reference to Chesterfield Police Report #14-2867, wherein a hidden
camera was placed in the men's restroom at Mobil on the Run, 1789
Clarkson Road, I wish to report the following:

As noted in Supplement # 6, videos of four different subjects being
searched by Cerna while working as a police officer were found on
computer evidence seized from Cerna’s home. The videos are recorded with
some type of hand held device and during each search; Cerna pulls the
elastic waistband of the subject’s shorts or sweatpants outward, causing
the subject’s penis to be visible in the video.

Videos of a subject were found in a folder named “DO NOT ADD TO ITUNES”
and saved under filed names:

IMG_ 6407
IMG 6408

Lo
[ 1
R 2

In addition, two photos related to this subject were saved under file
names:
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IMG 6409
IMG_6413

The first photo appears to be a driver’s license photo. The second looks
similar to a booking phote. Both photos are of the same person. The
file named “JEEEM' has these two photos superimposed on the video.

The videos are short in duration and show the waistband of the subject’'s
pants and underwear being pulled out, exposing his penis. I heard a
voice I recognized as Cerna’s voice telling the subject to “look up at
the light.” It appears the video is filmed inside a building.

Through investigative efforts, this subject was identified as:

WHEl at his residence. Also present was his mother:

I explained to him the nature of my investigation and that an image of
him was found on a computer that was being analyzed as part of a criminal
investigation related to former Chesterfield Police Officer David Cerna.
WHEEE stated that he knew Cerna as he is the officer BRI
on Christmas Day. I showed him the twe photos that were found on Cerna’s
computer and he identified himself in the photos. |HEEEBEEE signed the
still photos indicating his identification.

WEEREM stated that he EEE

BRI - was conveyed to the police station by Cerna, but was not
searched prior to being placed in the police car. After arriving at the
station, Cerna searched WEEBEE two times in the jail area of the station.
One search occurred prior to going into an interview room. The second
was shortly before he was released. Wil initially could not recall
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Cerna rearranging his clothes in order to see inside his pants. He later
noted that both times Cerna searched him, Cerna ran his hand through his
waistband and pulled his pants outward to view the inside of his pants.
In doing so, Cerna was able to see his genitalia. W stated he was
wearing a white shirt, gray sweat pants and boxer briefs. WHEEEcould
not recall seeing anything in Cerna’s hands while being searched. 1y
stated that he has had no other contact with Cerna since that day, other
than a sick case call at their residence in March, 2014.

I later showed W a prortion of the videos at which time he identified
himself as being the person in the video. WHEEE stated he was unaware he
was being recorded while being searched and never gave Cerna permission

to record him in this manner.

WEEEN completed a one-page handwritten statement which was seized by me
and placed into evidence.

The interview with WM was recorded via a digital audio recorder. A
copy of this recording, along with the still photos signed by Wl and
a copy of his driver’s license photo and booking photo from December 25,

2014 were entered into evidence.

Any additional information will be provided via supplemental report.
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CHESTERFIELD POLICE DEPARTMENT
INVESTIGATIVE REPORT
14 - 2867 - SUPPLEMENT #10
(INVESTIGATIVE INFORMATION

Date/Time Investigation 07/14/2014 13:04 MONDAY
Supplement Purpose

Orig. Offense INVASION OF PRIVACY

Juris Reporting CHESTERFIELD Call Received CITIZEN

For Jurisdiction CHESTERFIELD Reporting Officer 5176 - THOMPSON
Reporting Dept. CHESTERFIELD POLICE

Date/Time Received 05/30/2014 12:00 FRIDAY Nature MISC INCIDENT

Date/Time Dispatch Date/Time Arrival

Unit Num. COGIs 5193

PCT/Dist DISTRICT 6 Sector

Street Address 1789 CLARKSON RD, CHESTERFIELD
i Location Desc

Street Address

Apt/Suite/Rm # Location Desc

Area Code Phone #

Date/Time From 02/01/2014 12:00 SATURDAY Date/Time To 05/30/2014 12:00 FRIDAY
Premise SERVICE STATION/CAR WASH

Street Address 1789 CLARKSON RD, CHESTERFIELD

Apt/Suite/Rm # Location Desc

Entry Point Exit Point

Entry Method Tools Used

L] visible Point of Entry?

WeaponIOb}c Ued _

7/14/2014 13:056 MONDAY Entered By 5176 - THOMPSON

"07/14/2014 13:24 MONDAY Approved By 5176 - THOMPSON
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~ VICTIM INFORMATION

14-2867

Victim Role(s)

WITNESS |

Last Name
First Name
SSN

License Number

Race

DOB

Age

Person Code

] Medical Assistance

0 Domestic Abuse Will Prosecute

Middle Name
Suffix Name
NOT OF HISPANIC ORIGIN
License State

Marital Status

[
 —
Resident Status TN
]

Phone #

Location Desc

Contact Name

Email Address

Physical State
Emotions

Emotlons Comments

- NARRATIVE

In reference to Chesterfleld Pollce Report #14 2867,
camera was placed in the men's restroom at Mobil on the Run, 1789
Clarkson Road, I wish to report the following:

As noted in Supplement # 6, videos of four different subjects being
searched by Cerna while working as a police officer were found on
computer evidence seized from Cerna’s home.
some type of hand held device and during each search; Cerna pulls the
elastic waistband of the subject’s shorts or sweatpants outward,
the subject’s penis to be wvisible in the wvideo.

wherein a hidden

The videos are recorded with

causing

Videos of a subject were found in a folder named “DO NOT ADD TO ITUNES”
and saved under filed names:

[PRIVATE
[PRIVATE
[PRIVATE
[PRIVATE
[PRIVATE
[PRIVATE

611
621
631
631
641
64]

img 5494
img 5495
B (2)

[

S (2)
o

[x] RSN CHEEESEH 0011-sL2
[x] EEEEEN CHEENEEE 0031-SL2
[x] EESERNS CEEEEERS 0041-SL2

.1
L
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. 3
. 4

The first file noted above shows a white male, 1% - 21 years of age,
brown hair, mustache and beard, wearing a green tie-dyed shirt with a
smiley face and plaid pants. The subject was occupying a red Pontiac
Sunfire, which appeared to be parked on a subdivision street. I could
hear a voice I recognize as Cerna’s voice giving the subject instructions
and asking questions why he was in the area and who he was meeting.

The video shows Cerna pulling the elastic waistband of the subject’s
waistband ocutward, exposing his penis. The video has the words “IiEHE
I - All in a days work!” superimposed at the beginning of the
video.

The second video is titled “"' I - 2 Few Hours Later..” and
these words are superimposed at the beginning of the video. The video
is black, but I could hear a voice that I recognize as Cerna’s talking
to another male subject. The video is 24 minutes and seven seconds

in length and sounds as if the two are engaged in consensual sexual
activity. Toward the end of the video, Cerna can be heard giving the
other subject $146. After the subject leaves, Cerna records through a
window and the same HEEINEINNEEEEENEE that was in the first video is
seen backing out of Cerna’s driveway.

The remaining videos are filmed in Cerna’s residence in Wentzville, MO
where he and a male subject are engaged in consensual sexual activity.
The other male subject appears to be the same subject that is in the
first video that Cerna is searching. The videos appear to be from one
ancounter, but from two different camera angles. In ocne of the wvideos,
: e’ is superimposed at the beginning of the video.

Through investigative efforts, Subject #1 was identified as

EEENE CHEEEENE

I S
T
[

On Monday, July 7, 2014, I made contact with CHEEEE

I explained to him that during the course of an investigation, an image
of him was found on a computer that was being analyzed as part of that
investigation. I showed him a still photo obtained from the video of him
being searched and he identified the photo as being him. He remembered
the photo being from when he was stopped by a police officer when he was
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parked in a neighborhood in Chesterfield. He was unsure of when this
occurred, but believed it was arocund August or September of 2013,

CHE =xplained that he was parked in the neighborhocod, arocund 0100
hours, texting with a person he was trying to meet up with, when the
officer contacted him. I showed him a department photo of Cerna at which
time he identified him as the officer that contacted him that day.

He continued to explain that Cerna asked him if he could search his car,
to which he agreed. Before doing so, Cerna searched him. He said the
search included Cerna feeling his genitals through his clothing in a way
that was uncomfortable to him. He then pulled the waistband of his pants
cutward allowing him to see inside his pants. When he did this, Cerna’s
hand was close to CHEEEEEE genitals which made him very uncomfortable.
CHRE did not recall if Cerna had anything in his hands at the time of
the search. A short time later, Cerna allowed CHENEEE to leave.

I later showed CHENEE a map book and he pointed out the Forum Apartments
near Woods Mill Road and Olive as the location where he was contacted by

Cerna.

After explaining that a video of the search was found on the suspect’s
computer, CHIEEEE stated that he was unaware that he was being recorded
while being searched and never gave anyone permission to record him in

this manner,.

CEEY went on to explain that a few minutes after leaving the
neighborhood, he received a text from an unknown subject who indicated
he was a friend of the person he was originally trying to meet. CHEEFENE
did not know how this person obtained his cell phone number, but he noted
that Cerna loocked at his phone during his contact with him. The person
offered to hang out with him and the two eventually agreed to meet at

an apartment complex pocl in Chesterfield. When CEEEEEE arrived, the
subject offered him $200 in exchange for allowing the subject to give
CEEE oral sex. CEREEEE stated that the area was dark and the subject
had a hat pulled low on his head making it difficult to see him. CliEER
said he declined the offer of money and left. By using the map book
again, CHIE pcinted out the area of Chesterfield Village Apartments as
the complex where he met the subject.

CEEEE continued to receive text messages from the subject and CHEEEEE
agreed to meet the subject at a home in Wentzville, which the subject
claimed he was house sitting. He said he arrived at the home sometime
before 0700 hours and the two engaged in consensual sexual activity

in the front bedroom of the home. CEEEEEE stated that the subject was
wearing a wig that concealed his face and prior to leaving; the subject

paid him approximately $150.
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CHEEN =2id he returned to the same home about one week later and he and
the unknown subject engaged in consensual sexual activity. Again, the
subject’s face was concealed and he paid IIEENER 5150 - $200.

CHBE stated that the subject texted him several times after the second
encounter, but CHEEEJdid not return the messages and he has not seen or
heard from the subject since.

When explained that his encounters with Cerna at his residence were

recorded and found on his computer, CHIEE stated that he was unaware
that he was being recorded and did net give Cerna permission to record

him.

CHEEE rrovided a one-page handwritten statement which was seized by me
and placed into evidence, along with the still photo obtained from the

video of the search.

Any additional information will be provided wvia supplemental report.
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CHESTERFIELD POLICE DEPARTMENT
INVESTIGATIVE REPORT
14 - 2867 - SUPPLEMENT #11
+ . INVESTIGATIVE INFORMATION

Date/Time Investigation 08/04/2014 12:20 MONDAY
Supplement Purpose

Orig. Offense INVASION OF PRIVACY
Juris Reporting CHESTERFIELD Call Received CITIZEN
For Jurisdiction CHESTERFIELD Reporting Officer 5176 - THOMPSON
Reporting Dept. CHESTERFIELD POLICE
Date/Time Received 05/30/2014 12:00 FRIDAY Nature MISC INCIDENT
Date/Time Dispatch Date/Time Arrival
Unif Num. COoGIs 5193
PCT/Dist DISTRICT 6 Sector
Street Address 1789 CLARKSON RD, CHESTERFIELD
Apt/Suite/Rm # Location Desc
Caller Name
Street Address
Apt/Suite/Rm # Location Desc
Area Cod Phone #
2/01/2014 12:00 SATURDAY Date/Time To 05/30/2014 12:00 FRIDAY
Premise SERVICE STATION/CAR WASH
Street Address 1789 CLARKSON RD, CHESTERFIELD

__ocation Desc

Exit Point
Entry Method Tools Used
[J visible Point of Entry?
Weapon/Object Used
Date/Time Entered 08/04/2014 12:21 MONDAY Entered By 5176 - THOMPSON
FINAL APPROVAL 08/05/2014 10:38 TUESDAY Approved By 5176 - THOMPSON
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. : : NARRATIVE -
In reference to Chesterfield Police Report #14-2867, wherein a hidden
camera was placed in the men's restroom at Mobil-on-the-Run, 1789
Clarkson Road, I wish to report the following:

On Friday, July 25, 2014, I was contacted by Det. Larry McClain, DSN 133,
of the St. Charles County Cyber Crime Task Force, who informed me that
he completed his forensic examination of computer evidence seized from
the suspect, David Cerna. I responded toc his office where he provided me
with a digital copy of his report and related evidence which was saved to
an external hard drive. This hard drive was later entered into evidence
along with a hard-copy of Det. MecClain’s report.

Det. McClain’s forensic examination involved the analysis of thirteen
separate items consisting of two personal computers, a laptop, two cell
phones, an iPod, two MP3 players, an iPad tablet and four external hard
drives. 8ix of these items contained nothing of obvious evidentiary
value, including an HP Pavilion laptop computer, Western Digital external
hard drive (HED3), Apple iPhone 5, two Sony MP3 players, and an Apple iPad
mini.

The following items contained images, video files and other items related
to this investigation:

Western Digital My Passport external hard drive (HD4)
Huawei cell phone

Apple iPod

HP Pavilion Computer (PCl)

HP Pavilion Computer (PC2)

Western Digital “My Cloud” Storage Device (HD1)
Western Digital external hard drive (HD2)

The above devices contained hundreds of images, video files and other
items related to Cerna’s coperation of a glory hele at his residence

in Wentzville, MO and of covertly filming people while using public
restrooms. Many of the devices contained identical images and videos,
indicating that Cerna would save duplicate files on multiple devices.
Also, as noted in previous supplements, Cerna would edit the videos and
then save the edited version under a different file name. Therefore,
it was common to have several individual files consisting of the same
person. Det. McClain was unable to determine the exact dates that the

video files were recorded.

A majority of the videos of men in public restrooms were filmed in a
restroom that was determined to be the men’s restroom at the Mobil-on-the-
Run, 1789 Clarkson Road in Chesterfield. The content of these videos
were documented in previocus supplements and those persons whe were able
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to be identified have been listed as a victim in this report. This

includes several Chesterfield Police Officers and NN
]

In addition to the Mobil-on-the-Run restroom, there were videos that
showed men using other public restrocoms. There were at least seven
other public restrooms depicted in these videos. In some of the videos,
it appears the person recording the video was holding the device while
standing next to men urinating at urinals. In other videos, it appears
the person recording the video is filming through a hole in a wall or
stall divider.

The devices alsco contained images and documents related to Cerna’s
“O0ffthegrid” website that he created and uplocaded restroom and glory hole
videos to. These items included:

1l.) A screen capture of an email congratulating the user that WordPress
was successfully installed on the “0ffthegrid” website;

2.) Images of the “0ffthegrid” website logeo;

3.) Vidoes and images edited with information related to the “0ffthegrid”
website; and

4.) Emails entitled “bonus site members’”.

The Apple iPod had a user created device name of “SpiPod” and contained
numerous images and videcs of adult males using the restroom at the Mobil-
on-the-Run in Chesterfield. Included were images of ElIEE CHEEN, =
B who was previously identified in Supplement #5
as one of the victims recorded by Cerna. The video files consisted of
six videos of men using the restroom at Mobil-on-the-Run, including two
videos of POEEE TP, =as described in Supplement #3. Black Velcro was
adhered to the back of this device and based on the angle of the wvideos;
it appears the device was located above the toilet.

Video and images from the men’s locker room at the Chesterfield Police
Department were alsc located on several of these devices. As many

as forty-four (44) videos depicting at least nine different officers
changing clothes in the men’s locker room of the Chesterfield Police
Station were found. The majority of these videos did not show any
nudity, with the exception of videos of P.O.lElE JEEE, as noted in
Supplement #6. It should be noted that P.O. JH was hired by the
Chesterfield Police Department on EES Lo According to him,
the video(s) would have been recorded between that date and February 28,
2014. He believes this due to the fact that he was changing into long
thermal underwear, which he only wore when it was extremely cold outside.
Including P.O. JEEEEN, the following officers were recorded in the locker

room:
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Dave Cerna was also visible in some of the videos. 1In one video, he
looks directly at the recording device and in another; it appears he
moves the device to obtain a different angle.

Videos showing Cerna searching four different subjects while working

as a police officer were located on two of the Western Digital hard
drives {(HD1l and HD2). The content of these videos are documented in
Supplements #6, 7, 8, 9 and 10. No other similarly related videos ox
images were found. However, there were five images of apparent booking
and/or driver’s license photos of unknown individuals found on HD1 and
a couple of videos of presumably Cerna operating a police car were also

found.

Based on registered owner information, user account names, file and
folder construction, email addresses, and the content of the analyzed
devices, it appears as if Cerna was the primary user of computers and

hard drives.

As part of Det. Michael Coyne’s investigation into incidents that
occurred in St. Charles County, he served a search warrant on the Citrex
web hosting company for information related to Cerna’s “0ffthegrid”
website. 1In response to this search warrant, Citrex provided the content
of the “0ffthegrid’” website. Included in this information were many

of the same images and videos that were alsc found during the RCCEEG
examination of Cerna’s computers and electronic devices.

Also via court order, Det. Coyne obtained content of Cerna’s Dropbox
account which contained several of the Mobil-on-the-~Run bathroom videos
filed in a folder entitled “SPYCAM.” There were three additional wvideos
of three different men defecating at an unknown public restroom. The
camera appears to have been placed inside the mesh pocket of a backpack
that was lying on the floor in an adjoining stall.

Det. Coyne provided me with the Citrex and Dropbox information, which
were saved to an external hard drive and later entered into evidence.

Any additional information will be provided via supplemental report.
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CHESTERFIELD POLICE DEPARTMENT
INVESTIGATIVE REPORT
14 - 2867 - SUPPLEMENT #12
INVESTIGATIVE INFORMATION

Date/Time Investigation 08/14/2014 00:00 THURSDAY
Supplement Purpose

Orig. Offense INVASION OF PRIVACY
Juris Reporting CHESTERFIELD Call Received CITIZEN
For Jurisdiction CHESTERFIELD Reporting Officer 5176 - THOMPSON
Reporting Dept. CHESTERFIELD POLICE
Date/Time Received 05/30/2014 12:00 FRIDAY MNature MISC INCIDENT
Date/Time Dispatch Date/Time Arrival
Unit Num. COGIS 5193
PCT/Dist DISTRICT 6 Sector
Street Address 1789 CLARKSON RD, CHESTERFIELD
Apt/Suite/Rm # Location Desc
Street Address
Apt/Suite/Rm # Location Desc
Area Code N _ Phone #
Date/Time From 02/01/2014 12:00 SATURDAY Date/Time To 05/30/2014 12:00 FRIDAY
Premise SERVICE STATION/CAR WASH
Street Address 1789 CLARKSON RD, CHESTERFIELD
Apt/Suite/Rm # Location Desc
Entry Point Exit Point
Entry Method Tooels Used
[] visible Point of Entry?
/Obj
8/14/2014 10:53 THURSDAY Entered By 5176 - THOMPSON
08/14/2014 14:28 THURSDAY Approved By 5176 - THOMPSON
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SUSPECT INFORMATION

Role ARRESTED-BOOKED AT POLICE STATION

Numeric Identifier(s) ARREST # - 14/952, OGCN - K3007059
Charge(s) OTHER - SEXUAL EXPLOITATION OF A MINOR, OTHER - INVASION OF PRIVACY - MISDEMEANOR,

OTHER - INVASION OF PRIVACY - FELONY (2 COUNTS)
Caution Code(s)

Weapon Type NOT APPLICABLE
(J Medical Assistance Y] Miranda Given
[] send A Teletype 1 Using Computer Equipment
Warrant To Be Applied For By Reporting Officer OJ Released
Last Name CERNA Middle Name EDUARDO
First Name DAVID Sur Name
Alias Ethnicity HISPANIC ORIGIN
License Number License State
Race WHITE Sex MALE
DOB W 1980 Marital Status ]
Age 33 Resident Status D
Person Code ADULT Birth Place ]
School District
Additional Info
Height [ o] Weight B
Eye Color [ o] Hair Color [ ]
How Worn
Physical Desc.
Clothing Desc.
Scars/Marks/Tattoos
Street Address RS, WENTZVILLE, MISSOURI, 63385
Apt/Suite/Rm # Location Desc
Area Code B Contact Name
Phone # [ ] Ext.

Email Address

Physical State
Emotions
Emotions Com

1. CERNA, DAVID, EDUARDO IS THE ACQUAINTANCE O

2. CERNA, DAVID, EDUARDO IS THE ACQUAINTANCE O S

3. CERNA, DAVID, EDUARDO IS THE ACQUAINTANCE OF R

4. CERNA, DAVID, EDUARDO IS THE ACQUAINTANCE OF B
5. CERNA, DAVID, EDUARDO IS THE ACQUAINTANCE OF “

8. CERNA, DAVID, EDUARDO IS THE ACQUAINTANCE OF [ERiEER et
7. CERNA, DAVID, EDUARDO IS THE ACQUAINTANCE OF —

8. CERNA, DAVID, EDUARDO IS THE ACQUAINTANCE OF i

9. CERNA, DAVID, EDUARDO IS THE ACQUAINTANCE OF IS |

10. CERNA, DAVID, EDUARDO 1S THE ACQUAINTANCE OF Ei s

11. CERNA, DAVID, EDUARDO IS THE ACQUAINTANCE OF S r

12, CERNA, DAVID, EDUARDO 1S THE OTHERWISE KNOWN O ares
13. CERNA, DAVID, EDUARDO IS THE OTHERWISE KNOWN OF s
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14. CERNA, DAVID, EDUARDO IS THE UNKNOWN OF IS
15. CERNA, DAVID, EDUARDO 1S THE UNKNOWN OF IS
16. CERNA, DAVID, EDUARDO IS THE OTHERWISE KNOWN OF

17. CERNA, DAVID, EDUARDO IS THE UNKNOWN OF—
- o NARRATIVE

In reference to Chesterfield Police Report #14-2867, wherein a hidden
camera was placed in the men's restroom at Mobil on the Run, 1789
Clarkson Road, I wish to report the following:

As noted in previous supplements, it was discovered that the suspect,
David Cerna, placed a recording device on multiple occasions in the men’s
locker room of the Chesterfield Police Department. In one instance,

he recorded FO l JH changing clothes, and while doing so, his
genitalia was exposed. It was also discovered that Cerna had secretly
recorded four males while he was conducting a search of their persons
while working as a police officer. The recordings focused primarily on
the exposed genitalia of the men. Three of these four males have been
identified and one was found to be sixteen years of age at the time the
recording was made.

Due to the fact that these recordings depicted a different course of
conduct as compared to the Mobil-on-the-Run bathroom videocs, attempts
were made to locate Cerna for the purpose of re-interviewing him and
taking him into custody for additional criminal charges related to those

recordings.

I responded to his residence on Wednesday, August 6, 2014 and again on
Wednesday, August 13, 2014, but was unable to make contact with him.
Previous phone numbers on file for Cerna were no longer valid.

On Wednesday, August 13 2014, I attempted to contact Cerna’s boyfriend,
T - e il Tt was learned that this was the home

phone number of — and a message was left for him to contact
me .

A few hours later, I was contacted by Dan Juengel, an attorney
representing Cerna in this matter, BP: (314) 725-7777, CP:IREES
EEEEEE Mr. Juengel stated he was aware I was attempting to contact
Cerna and he has advised his client not to make any statements to police,
I explained to Mr. Juengel that new evidence was developed during this
investigation resulting in additional charges being sought against Cerna.
I asked him if he would arrange to surrender Cerna to me for processing
and warrant application. Mr. Juengel offered to cooperate in any way
necessary, but stated he wished to speak with the Prosecuting Attorney
assigned to Cerna’s case prior to committing to a time for surrender.

It was agreed that Mr. Juengel would contact me to make arrangements to
surrender Cerna after he speaks to the Prosecuting Attorney.
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On Thursday, August 14, 2014, at 1330 hours, Mr. Juengel contacted me

at the Chesterfield Police Station and surrendered Cerna to my custody.
In Mr. Juengel’s presence, Cerna was advised of his rights per the
Miranda Decision, which he stated he understood, but declined to make
any statement at this time. Cerna completed and signed a Notification
and Waiver of Rights form indicating his understanding of his rights but

refusal to waive those rights.

Cerna was escorted to the booking area where he was booked under
AR#14/952 and OCN: K3007059 for Sexual Exploitation of a Minor, Invasion
of Privacy (F), and Invasion of Privacy (M). He was conveyed to St.
Louis County Intake where he was held pending warrant application.

Any additional information, including the results of warrant application,
will be provided via supplemental report.
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CHESTERFIEL.D POLICE DEPARTMENT
INVESTIGATIVE REPORT
14 - 2867 - SUPPLEMENT #13
INVESTIGATIVE INFORMATION

g 08/15/2014 08:15 FRIDAY
Supplement Purpose CLEARED BY ARREST
Orig. Offense INVASION OF PRIVACY
Juris Reporting CHESTERFIELD Call Received CITIZEN
For Jurisdiction CHESTERFIELD Reporting Officer 5176 - THOMPSON
Reporting Dept. CHESTERFIELD POLICE
05/30/2014 12:00 FRIDAY Nature MISC INCIDENT
Date/Time Dispatch Date/Time Arrival
Unit Num. COGIS 5193
CTiDi DISTRICT & Sector
ree ress 789 CLARKSON RD, CHESTERFIELD
Apt/Suite/Rm # Location Desc
Calfer Name
Street Address
Apt/Suite/Rm # Location Desc
Area Code Phone #
Date/Time From 02/01/2014 12:00 SATURDAY Date/Time To 05/30/2014 12:00 FRIDAY
Premise SERVICE STATION/CAR WASH
Street Address 1789 CLARKSON RD, CHESTERFIELD
Apt/Suite/Rm # Location Desc
Entry Point Exit Point
Entry Method Tools Used
{1 Visible Point of Entry?
Weapon/Object Used
Agency/Personnel
Date/Time Entered 08/15/2014 08:14 FRIDAY Entered By 5176 - THOMPSON
FINAL APPROVAL 08/15/2014 08:24 FRIDAY Approved By 5176 - THOMPSON
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* WARRANT APPLICATION INFORMATION

Last Name CERNA Middle Name EDUARDO

First Name DAVID

Race WHITE DoB M 1580

3 MALE 88N ]
45L-CR07432 Prosecuted By STATE PROSECUTOR

Application Date 08/15/2014 Prosecutor Name MICHAEL HAYES

Court Assigned DIVISION 40 Booked

Bond Amount 50000.00

Additional Inf

o] .#1 OTHER - SEXUAL EXPLOITATION OF A MINOR
Disposition WARRANT ISSUED
Amended Charge
Charge Desc. #2 OTHER - INVASION OF PRIVACY - MISDEMEANOR
Disposition WARRANT ISSUED
Amended Charge
Charge Desc. #3 OTHER - INVASION OF PRIVACY - FELONY
Disposition WARRANT ISSUED

Amended Charge

NARRATIVE

In reference to Chesterfield Police Report #14-2867, wherein a.hidden
camera was placed in the men's restroom at Mobil on the Run, 1789
Clarkson Road, I wish to report the following:

On Thursday, August 14, 2014, I responded to the St. Louis County
Prosecuting Attorney's Office and met with Assistant Prosecuting Attorney
Michael Hayes. After careful consideration, APA Hayes issued a complaint
charging the suspect, David Cerna with one count of Sexual Exploitation
of a Minor and one count of Invasion of Privacy - Felony. The warrant
was authorized by the Honarable David Vincent of Division % of the St.
Louis County Circuit Court with a $50,000 cash only bond. The warrant
was served on Cerna by me as he was in custody in the St. Louis County

Intake Center.

Regarding an additional charge of Invasion of Privacy - Misdemeanor
related to the filming of PO Bl JBBEE in the men's locker room of the
Chesterfield Police Station, APA Hayes stated that he will be adding that
charge to the original case filed against Cerna in June.

This case should be reclassified to Cleared By Arrest.

Nothing Further.
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